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Organization
• Quick Intro and some background on the challenge
• What & Why?

– a National Cyber Security Framework?
• National Initiative for Cyber Security Education (aka 

N.I.C.E.)
– Why & What?

• National Initiative For Cybersecurity Careers & Studies 
– Exploring the resources available to you 

• Facilitated discussion about the challenge and materials 
shared
– What issues do you face that you’d like to see addressed?

• Wrap up



What’s Happening Now Was Predicted 
As Early As 2002

• In 2010, there were a number of highly publicized warnings from the 
defense community. 

• For example, U.S. Secretary of Defense Leon Panetta has warned of an 
impending “cyber Pearl Harbor” (Fryer-Biggs, 2012), which was 
perhaps influenced by a 10-year-old book titled Pearl Harbor Dot Com 
(Schwartau, 2002). 

• National Security Agency (NSA) Director General Keith B. Alexander 
publicly asked the attendees of the Defcon hacker conference for their 
help to secure cyberspace (Constantin, 2012). 

• And the Defense Department’s Cyber Command is slated to quintuple 
in size in the next several years (Nakashima, 2013). 

• Paradigms for Cybersecurity Education in a Homeland Security Program 
(Kessler & Ramsey, 2013) Journal of Homeland Security



As Part Of The Fiscal Year 2010 Intelligence 
Authorization Act (P.L.111, Enacted October 7, 2010)

• An assessment of the capabilities of the current workforce;
• An examination of issues of recruiting, retention, and the professional 

development of such a workforce, including the possibility of providing 
retention bonuses or other forms of compensation;

• An assessment of the benefits of outreach and training with both private 
industry and academic
institutions with respect to such a workforce;

• An assessment of the impact of the establishment of the Department of 
Defense Cyber Command on such workforce;

• An examination of best practices for making the intelligence community 
workforce aware of cyber security best practices and principles; and 
strategies for addressing such other matters as the Director of National 
Intelligence considers necessary to the cybersecurity of the intelligence 
community.

This Plan Is To Contain:



Remarks By Secretary Panetta On Cyber Security To The 
Business Executives For National Security,  (NYC: 10/ 11/2012)

• -- the greater danger facing us in cyberspace goes beyond 
crime and it goes beyond harassment. A cyber attack 
perpetrated by nation states are violent extremists groups 
could be as destructive as the terrorist attack on 9/11. Such a 
destructive cyber-terrorist attack could virtually paralyze the 
nation.

• Let me give you some examples of the kinds of attacks that 
we have already experienced:

• In recent weeks, as many of you know, some large U.S. financial institutions were hit by so-called 
Distributed Denial of Service attacks. These attacks delayed or disrupted services on customer 
websites. While this kind of tactic isn't new, the scale and speed with which it happened was 
unprecedented.

• But even more alarming is an attack that happened two months ago when a very sophisticated 
virus called Shamoon infected computers in the Saudi Arabian State Oil Company 
Aramco. Shamoon included a routine called a ‘wiper’, coded to self-execute. This routine 
replaced crucial systems files with an image of a burning U.S. flag. But it also put additional 
garbage data that overwrote all the real data on the machine. More than 30,000 computers that 
it infected were rendered useless and had to be replaced. It virtually destroyed 30,000 
computers.

• Then just days after this incident, there was a similar attack on RasGas of Qatar, a major energy 
company in the region. All told, the Shamoon virus was probably the most destructive attack 
that the private sector has seen to date



Secretary Panetta…continuing…

“For example, we know that foreign cyber actors are 
probing America's critical infrastructure networks. They 
are targeting the computer control systems that operate 
chemical, electricity and water plants and those that 
guide transportation throughout this country.”

What are some of the worst cyber attacks 
we’ve experienced in the last couple of years as a nation?

How many of you have been the personal victims of some
form of Cyber attack or On line fraud?  Stories?



So What Happened?



Actual History Of Cyber Security Legislation

Introduced 
in the 

House as
H.R. 3523 by
Mike Rogers 

(R-MI) on
November 
30, 2011

Passed the 
House on 
April 26, 

2012 (248–
168) (failed 
to become 
law when it 
did not pass 

Senate)

Re-
introduce
d in the
House as

H.R. 624 by
Mike 

Rogers (R-
MI) on

February 
12, 2013

Passed the 
House on 
April 18, 

2013 (288–
127)

Received 
in the 

Senate on 
April 22, 

2013
Was 

bottled 
up and 

not voted 
on in 

expected 
session

Why?
We’ll 
soon 

see…..

Re-
introduced in 
the House as
H.R. 234 by

Dutch 
Ruppersberger 

(D-MD) on
January 8, 2015 

and has since 
been Referred 

to two 
additional 

committees as 
of February 2, 

2015.

Committee 
considerat-

ion by House 
Select 

Committee 
on 

Intelligence, 
Senate Select 

Committee 
on 

Intelligence

Beginning of 
March moved 

into Senate 
committees 

Chronology Runs from FY 2010 until Current
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The New Strategy:  With One Small Caveat

• Reported to Senate amended (07/31/2014)
• National Cybersecurity and Communications Integration Center Act of 2014 - Amends the 

Homeland Security Act of 2002 to authorize an operations center in the Department of 
Homeland Security (DHS) to carry out the responsibilities of the DHS Under Secretary 
responsible for overseeing critical infrastructure protection, cybersecurity, and related DHS 
programs with respect to security and resilience.

• Specifies activities that may be carried out, including: (1) federal civilian information sharing; 
(2) sharing of cybersecurity threat, vulnerability, impact, and incident information and analysis 
by and among federal, state, and local government entities and private sector entities; and (3) 
providing technical assistance and recommendations to federal and non-federal entities.

• Requires the operations center to be composed of: (1) representatives of federal agencies, 
including civilian and law enforcement agencies and elements of the intelligence community; 
and (2) state and local governments and other non-federal entities, including private sector 
owners and operators of critical information systems.

• Provides the Under Secretary with discretion as to whether governmental or private entities 
are included in the operations center or are provided assistance or information.

• Prohibits this Act from being construed to grant the DHS Secretary any authority to promulgate 
regulations or set standards relating to the cybersecurity of private sector critical infrastructure 
that was not in effect on the day before the enactment of this Act.



House Passes Bipartisan Cybersecurity
Information-sharing Bill

Erin Kelly, USA TODAY 10:42 P.M. EDT April 22, 2015

• Both the House-passed bill and the bill approved by the 
Senate intelligence committee offer liability protection to 
companies to shield them from lawsuits that could arise 
from the sharing of business records with the government 
and with one another. Businesses have been reluctant to 
tell the government about cyber attacks because of their 
fear of lawsuits from consumers or privacy groups.

• One key difference between the two bills is:
– the Senate bill requires any information shared by private 

companies to first go through the Department of Homeland 
Security. The House bill would allow companies to share their 
cyber-threat information with any civilian agency. A bank, for 
example, could go straight to the Treasury Department for help.



Why A National Cyber  Security Framework?

Provides the basis of a flexible Cyber Security workforce that 
can work interchangeably across Intel, Industry & Government



▸ National Security

▸ Economic Stability

▸ Personal Safety 

Cyber Attacks Threaten our Way of Life



What The DoD Is Up To….



The Power of Public-Private Partnerships
Government Education Industry



▸ Clearly defined cybersecurity roles 
▸ Clear, specific, & realistic job 

requirements 
▸ Standardized skills & training 
▸ Qualified cyber defenders to fill 2.5 

million new cybersecurity positions 

Strengthening Our Cyber Workforce



The 
Players:

New Lead is:
Mr. Rodney Petersen



What Exactly Is N.I.C.E.? (Part I)
• NICE is a national initiative to address the 

cybersecurity workforce needs of government 
and the private sector

• NICE’s focus is on cybersecurity workforce 
education, training, and career development

• NICE is a public-private partnership between 
government, academia, and the private sector



What Exactly Is N.I.C.E.? (Part II)

• NICE seeks to build upon existing successful 
programs and catalyze new innovations and 
experiments to help meet the growing demand 
for a skilled cybersecurity workforce

• NICE’s emerging strategic direction strives to:
– Accelerate learning and skills development to fill 

cybersecurity jobs; 
– Increase the pipeline of a diverse cybersecurity

workforce; and
– Advance cybersecurity career development and the 

emerging profession



What Exactly Is N.I.C.E.? (Part III)
• NICE coordinates government cybersecurity

workforce programs across over 20 different 
departments and agencies

• NICE collaborates with industry to understand its 
cybersecurity workforce needs and identify talent 
management challenges and opportunities

• NICE cooperates with k-12 schools and institutions 
of higher education to establish innovative 
credential and degree programs

• The National Cybersecurity Workforce Framework 
is a key resource in the promotion of a standard 
lexicon for cybersecurity careers



What Exactly Is N.I.C.E.? (Part IV)

• NICE anticipates the development of a Jobs Heat 
Map that will visualize cybersecurity workforce 
demand and the supply of prepared workers in the 
U.S.

• NICE seeks to identify cybersecurity workforce data 
and project future trends

• NICE is part of the National Institute of Standards 
and Technology (NIST)

• NICE was established in 2010 to implement 
recommendations contained in the Cyberspace 
Policy Review and Comprehensive National 
Cybersecurity Initiative 



Success Factors Identified By NICE
• Successful progress towards the NICE 

goals will be evident as the following 
actions occur: 
1. Online safety practices are understood, 

encouraged, and undertaken 
nationwide by both individuals and 
organizations of all disciplines and sizes. 

2. Cybersecurity positions are filled with 
qualified candidates. 

3.   The National Cybersecurity Workforce Framework is 
referenced by the public and private sector when describing 
any information technology (IT) positions that require 
cybersecurity knowledge and abilities. 



A Vision for the Nation’s Cyber Workforce

Educators  Align programs to specific jobs

Students Graduate with marketable knowledge & skills 

Employers Recruit from more qualified candidates

Employees Have defined career paths & opportunities 

Policy makers  Set standards to promote the workforce



NICCS:  National Initiative For 
Cybersecurity Careers & Studies

http://niccs.us-cert.gov/footer/about-national-initiative-
cybersecurity-education

http://niccs.us-cert.gov/footer/about-national-initiative-cybersecurity-education


The Foundation for our Nation’s Cyber Workforce

The National Cybersecurity Workforce Framework

▸ 7 Categories and Specialty Areas
▸ Baselines knowledge, skills, and abilities & tasks (KSAS
▸ Support for strategic workforce development 



Usability:  
Easy To Follow Your Own Focus

I Want To..
• Become a Cybersecurity Professional
• Advance My Cybersecurity Career
• Explore the Workforce Framework
• Search for Training Courses
• Get My Child Involved
• Become a NICE Partner
• Become and Education & Training Catalog Vendor

http://niccs.us-cert.gov/footer/about-national-initiative-
cybersecurity-education

http://niccs.us-cert.gov/footer/about-national-initiative-cybersecurity-education


Finding Useful Information

• Careers Home
• Cybersecurity Workforce Planning Diagnostic
• Talent Management
• Professionalization
• Cybersecurity Careers
• Workforce Planning
• Professional Profiles

– 2012 Information Technology Workforce Assessment 
for Cybersecurity (ITWAC)

http://niccs.us-cert.gov/footer/about-national-
initiative-cybersecurity-education

http://niccs.us-cert.gov/careers/careers-home
http://niccs.us-cert.gov/careers/cybersecurity-workforce-planning-diagnostic
http://niccs.us-cert.gov/careers/talent-management
http://niccs.us-cert.gov/careers/professionalization
http://niccs.us-cert.gov/careers/cybersecurity-careers
http://niccs.us-cert.gov/careers/workforce-planning
http://niccs.us-cert.gov/careers/professional-profiles
http://niccs.us-cert.gov/careers/2012-information-technology-workforce-assessment-cybersecurity-itwac
http://niccs.us-cert.gov/footer/about-national-initiative-cybersecurity-education


The Cybersecurity Work Environment (I)
• During times of crisis, cybersecurity workload priorities must adjust 

from a steady-state operating environment to a surge capacity. 
Cybersecurity professionals must have the capability to support surge 
situations . Cybersecurity professionals must have the knowledge and 
skill to rapidly respond to threats as soon as they are detected. 

• The cybersecurity workforce must be agile to maintain high 
performance during steady times, as well as effectively support 
during a workload surge.

• Cybersecurity professionals must possess a range of technical abilities 
to perform a variety of activities, while retaining a willingness to work 
in a dispersed environment and remain extremely collaborative.



The Cybersecurity Work Environment (II)
• Cybersecurity work includes more than traditional IT skills. 
• Cybersecurity work also includes the analysis of policy, trends, and 

intelligence to better understand how an adversary may think or act -
using problem solving skills often compared to those of a detective. 

• This level of work complexity requires the cybersecurity workforce to 
possess both a wide array of technical IT skills as well as advanced 
analysis capabilities.

• The IEEE states that cybersecurity professionals need to be those who 
can see themselves in fast-paced environments and understand that 
their job hours might be a bit unpredictable.

• The transformative nature of cybersecurity work is providing for 
varying career paths
– Establishing a workforce with different educational backgrounds, an 

interest in innovative problem-solving, and a higher-than-average 
percentage of young professionals. 

– Cybersecurity professionals thrive in an informal atmosphere of casual 
dress, unconventional working hours, and shifting work responsibilities 
aimed at keeping knowledge fresh and work exciting.



What Sort Of Computer Science Do Your 
Children Get In School?

• The United States should initiate a K-12 
cybersecurity education program for digital 
safety, ethics, and security; expand university 
curricula; and set the conditions to create a 
competent workforce for the digital age. 

Cyberspace Policy Review 



Need To Emphasize Computational Thinking & 
STEM in America’s Classrooms
• NICE will also partner with stakeholders to make the 

connection between STEM education and cybersecurity, 
and increase student exposure to cybersecurity themes. 
– NICE wants to build cybersecurity into the real-life examples 

used by teachers in their math and science explorations. 
• Another objective in making the connection between 

STEM education and cybersecurity is to stress the 
importance of computational thinking in formal 
education. 

• Computational thinking draws on the concepts that are 
fundamental to computer science and uses them to 
solve problems, design systems, and understand human 
behavior

Wing, Jeannette M. “Computational Thinking”. Communications of the ACM. 
March 2006. 49(3), 33-35. 



Need To Emphasize Computational Thinking & 
STEM in America’s Classrooms
• Computational thinking provides tools for how to 

approach complex tasks, systems, and problems, 
and, although it has many applications in other 
STEM fields, it is critical to cybersecurity. 

• Additionally, cybersecurity is a foundational 
underpinning of all STEM fields. Professionals in 
STEM-related fields often depend on cyberspace to 
conduct their work. It would be beneficial to all 
STEM professionals to understand the importance 
of cybersecurity in regards to their own work. 

Wing, Jeannette M. “Computational Thinking”. Communications of the ACM. 
March 2006. 49(3), 33-35. 



Strategies For Increasing Cyber Security 
Education & Motivation

• Increase the quantity and diversity of computer 
science courses in high schools 

• Increase the quantity and diversity of 
undergraduate and graduate cybersecurity
curricula 

• Champion cybersecurity competitions 
• Advance excellence in cybersecurity research and 

development 
• Coordinate a learning network of virtual national 

cybersecurity laboratories 



Public- Private, K-12 Educational Resources

• http://www.khanacademy.org/computing/hour-
of-code/hour-of-code-tutorial/v/welcome-hour-
of-code

• http://code.org/learn
• https://www.kodable.com
• http://www.edutopia.org/blog/family-coding-

day-hour-of-code-sam-patterson
• https://hourofcode.com (show the map)
• https://code.org (Start here)

https://code.org
http://code.org/learn
https://www.kodable.com
http://www.edutopia.org/blog/family-coding-day-hour-of-code-sam-patterson
https://hourofcode.com
https://code.org


How to get involved with NICE
• Share your innovative programs or practices with NICE staff 

(see below)
• Participate in annual NICE Conference (coming in November 

2015)
• Contribute to state and regional NICE365 events in your area
• Consult the National Cybersecurity Workforce Framework
• Send comments or suggestions for improving the national 

initiative (see below)

How to Contact Us
• Email:  NICE.NIST@nist.gov
• Website:  nist.gov/NICE
• Rodney Petersen (Lead), Rodney@nist.gov or 301.975.8897
• Bill Newhouse (Coordinator), William.Newhouse@nist.gov or 301.975.2869

mailto:NICE@nist.gov
mailto:Rodney@nist.gov
mailto:William.Newhouse@nist.gov


Facilitated Discussion

• How many of you already knew about this 
knowledge capital?

• Will it be useful for you going forward?

Ronald J. Kantor, Ph.D; PMP
Director of Strategic Initiatives at Zeroed In
Strategic Management Consultant to SweetRush
Can be reached at:
rkantor@zeroedin.com
ron.kantor@sweetrush.com
Ronald.J.Kantor@gmail.com
980 226 5512
Many thanks
Be well and happy (and protected

mailto:ron.kantor@sweetrush.com
mailto:Ronald.J.Kantor@gmail.com


Subscribe & Be Made Aware


